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Information Security Policy

Introduction .1
This document constitutes the Company’s Information Security Policy. It is aligned with
the organization’s ISMS and PIMS frameworks (ISO 27001, ISO 27701) and applies to all

employees, contractors, and third parties who have access to information systems and
.assets

Scope and Objectives .2

:This policy applies to all company information assets and databases, including

.Personal data of customers, employees, and suppliers e
.Internal business, financial, and technological information e

Core systems, development and production environments, and cloud infrastructure e
((AWS

:Objectives
.Ensure the confidentiality, integrity, and availability (CIA) of data e
.Protect information from unauthorized access, alteration, or loss e

.Comply with legal, regulatory, and contractual requirements e



Roles and Responsibilities .3

Senior Management — Approves the policy, allocates resources, and ensures e
.enforcement

Chief Information Security Officer (CISO) — Maintains and updates this policy, e
.oversees compliance, manages risk assessments, and reports to management

IT Manager — Implements and operates technical and security controls e

All Employees and Users — Must comply with this policy, protect data, and e
.immediately report any suspected security incident

Security Measures .4

Access Control 4.1

.(Users are granted the minimum privileges required (least privilege principle e
.(Strong authentication enforced (complex passwords, MFA e

.Quarterly access rights reviews; immediate revocation upon employee termination e

Encryption 4.2

.Data at Rest — Encrypted using AES-256, FileVault, TDE, or equivalent e

.Data in Transit — Encrypted using TLS 1.2+ or VPN e

Systems and Endpoints 4.3

.Endpoint protection (antivirus/EDR) installed and updated e
Automated OS and software patching e

.SIEM/log monitoring for anomalies and suspicious activities e

Backup and Recovery 4.4

.Daily backups for production and development environments e



.Periodic restoration testing e

.(Documented DRP (Disaster Recovery Plan) and BCP (Business Continuity Plan e

Physical and Environmental Security 4.5

.Controlled access to secured facilities e
.Enforced Clear Desk / Clear Screen policy e

.Prohibition of removable media unless formally authorized e

Risk Management .5

Annual risk assessments conducted according to ISO 31000

.Risks are evaluated based on likelihood x impact

.Treatment strategies: Accept, Mitigate, Transfer, or Avoid

.(Documented in the Risk Treatment Plan (RTP) and Statement of Applicability (SoA

Incident Management .6
All employees must report suspected security incidents immediately e

The CIRT (Computer Incident Response Team), led by the CISO and IT Manager, e
.is responsible for containment, investigation, and remediation

.Lessons learned are documented and integrated into updated controls e

Notification obligations: report material data breaches to the Israeli Privacy e
.Protection Authority and, when applicable, affected customers

Awareness and Training .7

Mandatory information security and privacy training for all employees at onboarding e
.and annually thereafter



Periodic awareness campaigns and simulated exercises (e.g., phishing tests, BCP e
.(drills

Monitoring, Review, and Improvement .8
.Internal audits at least annually e
.Management reviews on a quarterly basis e

Continuous improvement process, adapting to regulatory changes, technological e
.developments, and emerging threats

Commitment Statement .9

The Company is committed to protecting personal data and sensitive information, minimizing
.risks, and complying with Israeli law and global best practices in information security
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